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Gentlemen,

AUDITOR-GENERAL’S REPORT 2003-04

Pursuant to the provisions of the Public Finance and Audit Act 1987, 1 herewith provide to each of
you a copy of my 2004 Annual Report. This Report includes the Honourable the Treasurer’s
Statements for the financial year ended 30 June 2004.

Content of the Report
This Report is in two parts — Part A and Part B.

Part A -The Audit Overview is a general review of, and report on, the public finances of the State.
It also contains some commentary of Audit findings and comment concerning specific issues of
importance and interest in the public sector that are brought to the attention of the Government
and the Parliament pursuant to the provisions of subsections 36(1)(a)(iii) and 36(1)(b) of the
Public Finance and Audit Act 1987.

Part B - Volumes I, II, III, IV and V contain comment on the operations of individual public
authorities, the financial statements of those public authorities, and the Treasurer’s Statements. A
number of matters that, in my opinion, are of administrative significance or importance to the
Government and the Parliament that are contained in Part B of this Report are listed separately
under the heading ‘References to Matters of Significance’. This list can be found immediately after
the Table of Contents in the front of Volumes I, II, III, IV and V of Part B.

Auditor-General’s Annual Report

In accordance with subsection 36(1)(a) of the Public Finance and Audit Act 1987, and
subject to comments made within this Report, I state, that in my opinion:

(i) the Treasurer’'s Statements reflect the financial transactions of the Treasurer as
shown in the accounts and records of the Treasurer for the financial year ended
30 June 2004;

(ii) the financial statements of each public authority reflect the financial transactions
of the authority as shown in the accounts and records of the authority;

(iii) the controls exercised by the Treasurer and public authorities in relation to the
receipt, expenditure and investment of money; the acquisition and disposal of
property; and the incurring of liabilities, are sufficient to provide reasonable
assurance that the financial transactions of the Treasurer and public authorities
have been conducted properly and in accordance with law.



Whilst I have not seen fit to express a qualified opinion with respect to matters referred to in
subsection 36(1)(a)(iii) above, there have been cases where in some agencies, systems of internal
controls have not, in my opinion, been of an acceptable standard. Where this has occurred, I
have, in accordance with the provisions of subsection 36(1) of the Public Finance and Audit Act
1987, drawn attention to this fact and included comment on my reason(s) in the report on the
agency concerned in Part B of this Report.

Report and Opinion on Controls

As required by subsection 36(1)(a)(iii) of the Public Finance and Audit Act 1987, the audit included
an assessment of the controls exercised by the Treasurer and public authorities in relation to the
receipt, expenditure and investment of money, the acquisition and disposal of property and the
incurring of liabilities and also, where applicable, whether the controls in operation were consistent
with the prescribed principles of the Financial Management Framework as required by Treasurer’s
Instruction 2 ‘Financial Management Framework’. The overall aim of that assessment was to
establish whether those controls were sufficient to provide reasonable assurance that the financial
transactions have been conducted properly and in accordance with the law.

It is not practical in any such assessment to review each and every control in respect of each and
every transaction. Whilst every effort is made to test the sufficiency of controls across a
representative range of transactions, it must be remembered that no system of control is
‘fail-safe’.

The Parliament has recognised this in stating that the controls need only be sufficient to provide,
at the time of audit, ‘reasonable assurance’ of the matters set out in subsection 36(1)(a)(iii).

The Audit assessment has been made by reviewing the adequacy of procedures and testing a
number of control components against a range of financial transactions conducted at various levels
of the organisation.

In assessing the sufficiency of these controls, particular regard has been had to the organisation’s
structure and the inter-relation of procedures, policies, people, management’s philosophy and
operating style, demonstrated competence, and overall organisational ethics and culture. All of
these matters serve as inter-related elements of control.

The standard by which Audit has judged the sufficiency of controls is whether and how well those
controls provide reasonable assurance that financial transactions of the Treasurer and public
authorities have been ‘conducted properly and in accordance with law’. This concept requires the
organisation to meet the standards of financial probity and propriety expected of a public authority
and, at all times, discharge its responsibilities within the letter and spirit of the law, both in terms
of its own charter and as an instrumentality of government discharging public functions.

Except for the matters detailed for each agency in Part B of my Report under the section ‘Audit
Findings and Comments’, Audit formed the opinion that the controls exercised in relation to the
receipt, expenditure and investment of money; the acquisition and disposal of property; and the
incurring of liabilities were sufficient to provide reasonable assurance that the financial
transactions were conducted properly and in accordance with the law. In respect of those matters
where the controls exercised were not sufficient to provide that level of assurance, Audit has made
recommendations as to where improvements are required.

Qualified Audit Opinions

It was found necessary to issue a qualified audit opinion in the Independent Audit
Report in seven instances. The agencies concerned are:

Administrative and Information Services — Department for
Education and Children’s Services — Department of
Environment and Heritage — Department for

Primary Industries and Resources — Department of

South Australian Forestry Corporation

South Australian Motor Sport Board

University of South Australia

The reason for, and the extent of, the qualification in the Independent Audit Report is described in
the commentary on each of those agencies to be found in Volumes I, II, III, IV and V of Part B of
this Report.
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MEMORANDUM TO PARLIAMENT

INTRODUCTION
Financial Operations of Government

The Government’s financial operations in the pursuit of it's fiscal and policy targets in
2003-04 can, in my opinion, be characterised as ‘cautious but purposeful’. The
Government’s fiscal targets and the reported progress in the achievement of these
targets is stated in the 2004-05 Budget Papers.*

There has been a continued improvement in the amount and the quality of the financial
information that has been provided for the information of the Parliament in the Budget
Papers. Some of this information is being provided for the first time? and in other
matters there has been an expansion on the information that has been made available in
previous years.3

As the commentary on Public Finances in Part A of this Audit Report indicates, the
revenue stream to the Government in the 2003-04 financial year has been strong. This
has allowed for a degree of flexibility in policy choice and policy initiatives.

Controls Over Financial Transactions

One matter that is of constant moment is that of the need to maintain adequate controls
over the financial transactions of government so that there can be assurance that
governmental processes are undertaken lawfully and properly. For reasons stated in this
Report, there have been instances identified when controls have not operated as
required by law.* Another matter of importance is that of the maintenance of the
integrity of the appropriation processes of the Parliament and the transparency
associated with public expenditure. Comment on both of these matters is included
hereunder in this Memorandum.

Some major public sector agency administrative changes are taking place® and certain
projects that will result in major financial commitments® will come to fruition in the
2004-05 financial year. Audit is conscious of the need to monitor the arrangements
associated with these matters and to bring to notice issues that may raise questions as
to the legality and/or propriety of government processes. The view that has long been
taken by Audit is that structural and procedural integrity are fundamental to the
maintenance of public confidence in government and its processes.

1 See Budget Paper No 3 at p 1.4.

eg See Budget Paper No 3 at p B.3.
eg See Budget Paper No 3 at p A.7.

The ‘law’ is a reference to the Public Finance and Audit Act 1987 and Treasurer’'s Instructions. Two
examples are stated hereunder in this Memorandum.

ie Department of Health; Department for Families and Communities; the establishment of new health
service entities and structures.

ie Information Communications Technology contracts.



Assessment of Audit Risk

Audit processes must necessarily adjust to developments that have a consequence for
the assessment of ‘audit risk’. Developments that can have an impact on audit risk arise
from adverse and/or unfavourable occurrences, not only within this State, but also in
other Australian jurisdictions and overseas. Audit risk can and does arise across a broad
spectrum.

Public/Corporate Governance

The continued development of the law with respect to liability necessitates a constant
focus on risk management within government. Public/corporate governance and risk
management have emerged as matters of significance in the audit and accountability of
government.

Part B of This Report

Part B of this Report, contains detailed audit commentary on those government agencies
that have been included herein. There are several agencies with respect to which
financial statements have historically been included in this Report that, for various
reasons, the financial statements are not included in this Report but will be included in a
Supplementary Report.

In my opinion, the several matters that are discussed in this Memorandum should be
brought to the attention of the Parliament and the Government.

OBSERVATIONS REGARDING ACCOUNTING AND CONTROL MATTERS
Delivery of Financial Statements to the Auditor-General

It has become apparent over the past few years that there are certain agencies that are
not able to produce financial statements in auditable form within the period required by
the Public Finance and Audit Act 1987.”

In my opinion, this inability to meet the statutory deadline is, in part, attributable to the
fact that the system and skill resource in some agencies is inadequate to discharge the
accounting requirements involved. The implications for agency management and audit
risk in these circumstances is obvious. Further, the Audit experience is that the
operation of the control environment within certain agencies is inadequate. Part B of the
Audit Report details the position with respect to individual agencies. In my opinion,
matters associated with accounting processes and control compliance should be
reviewed as a priority.

Proposed Accounting Changes

There are further significant changes proposed regarding the recording and reporting of
the financial affects of transactions by government entities in this, and indeed, other
States and the Commonwealth. Having regard to their importance for financial reporting
for government in this State, and the need to understand the context in which they will
operate, these matters are discussed in the Attachment to this Memorandum.

Public Finance and Audit Act 1987, section 23(1). The relevant period to deliver the financial statements
to the Auditor-General is within 42 days after the end of the financial year of the public authority (agency).



MAINTAINING THE INTEGRITY OF THE PARLIAMENTARY APPROPRIATION
PROCESSES

General Principles

It has long been settled that ‘No money can be taken out of the Consolidated Fund into
which the revenues of the State have been paid excepting under a distinct authorisation
from Parliament itself’. (Auckland Harbour Board v The King [1924] AC 318, 326)

The Public Finance and Audit Act 1987 is one of the primary legislative instruments that
regulates the arrangements that apply in this jurisdiction regarding the expenditure of
public monies. One of the important principles associated with good public
administration is that of openness and transparency regarding administrative decisions
and financial transactions.

An important aspect of the annual auditorial function includes consideration not only of
whether governmental expenditure has been authorised by Parliament, but also, whether
at the agency level, there are proper controls associated with the payment of monies
that have been appropriated.

In accordance with his/her responsibilities under the Public Finance and Audit Act 1987,
where there is a matter that is not in conformity with the law, propriety, and the
established conventions that apply in matters associated with the public finances, it is
the duty of the Auditor-General to draw these matters to the attention of the
Parliament.®

Parliament votes the annual appropriation to agencies on the basis of the Executive
Government’s (ie the Crown’s) requirements for the public services of the State as set
out in the Budget papers.®

The Annual Appropriation Act provides the base funding (excluding standing authority
under various Acts of Parliament) that Parliament has approved for the general purposes
of government as set out in the annual budget papers.

Parliament has authorised a degree of flexibility in the appropriation balances for any
year through:

. the ability to transfer appropriation balances between agencies pursuant to
section 5 of the Appropriation Act and section 13 of the Public Finance and Audit
Act 1987.

. the Governor’s appropriation fund facility pursuant to section 12 of the Public

Finance and Audit Act 1987.

See New South Wales v Bardolph (1934) 52 CLR 455.

The Parliament, in determining the amount of the grant by way of annual appropriation, would be mindful
of the other sources of funds that are made available for the public services of the State. By way of
example, the grants, general/specific purpose, received from the Commonwealth would be taken into
account, eg Department of Health. In short, the annual appropriation by the Parliament is based on an
understanding of the total resources needed for the public services for the financial year.



. the contingency balances for employee entitlements, supplies and services, and
the purchase of plant and equipment included under the purpose ‘Treasury and
Finance — administered items for the Department of Treasury and Finance’ in the
Appropriation Act.

A Recommendation for Further Disclosure in the Treasurer’s Statements

It is to be noted that the Treasurer’s Statements do not disclose additions to agency
appropriations arising from allocations from the contingency balances. Consistent with
the principle of openness in public administrative matters and the enhanced disclosures
that are now being made, it is respectfully suggested that these disclosures be made.
This particular matter stands out as an inconsistency when compared to disclosures
made in statements A and K in relation to adjustments to appropriations arising from
section 5 of the Appropriation Act, section 13 of the Public Finance and Audit Act 1987,
and the Governor’s appropriation fund pursuant to section 12 of the Public Finance and
Audit Act 1987.

THE MATTER OF THE OPERATION OF THE CROWN SOLICITOR’S TRUST ACCOUNT

The operation of the Crown Solicitor’s Trust Account is a matter that has been drawn to
Audit attention following a review of this account by the Chief Executive of the
Attorney-General’s Department. The operation of this particular account has raised
issues concerning the matter of transparency in public administrative processes and the
integrity of the published financial statements of that Department.

The Audit position with respect to this matter has been fully detailed in Part B of this
Report in the commentary associated with the Attorney-General’s Department.

In essence, in my opinion, there was non-compliance with the requirements of the
relevant Treasurer’s Instructions issued in accordance with the Public Finance and Audit
Act 1987. This non-compliance circumvented the controls mandated by the Treasurer
regarding public financial administration in this State. For the reasons discussed in
Part B, the financial statements were misstated as a result of the proper control
processes not being applied. A further consequence is that the departmental bi-laterals
and Parliamentary estimate processes were compromised as a result of the Department
of Treasury and Finance and the Parliamentary Estimates Committee, for the relevant
year, being unaware of the fact of retained cash balances being held and available to the
Attorney-General’s Department.

In the course of the review of this matter there were representations to the effect that
the amounts involved did not result in the financial statements being ‘materially’
misstated. With respect to those who suggest otherwise, the question of materiality is
irrelevant in circumstances where it is known that the financial statements are incorrect,
but nonetheless, are signed off with no indication of that fact being drawn to the
attention of potential users.

For the purpose of completeness in terms of Executive Government accountability, I
have taken the step of confirming that the Attorney-General, as the responsible Minister,
did not have any knowledge of the arrangements relating to the operation of the Crown
Solicitor’s Trust Account, and that the Attorney-General did not know at the time of his
appearance at the Parliamentary Estimates Committee, and in his discussions with the



Treasurer in the course of the departmental bi-laterals, that the cash position of the
Attorney-General’s Department had not been fully disclosed in the published financial
statements.

The consequence for the audit as a result of this development is that the inherent risks
associated with the Attorney-General’'s Department were reassessed and further
substantive audit procedures will be undertaken. The presentation of the Department’s
financial statements will be included in a Supplementary Report.

TRANSFER OF FUNDS BY ONE GOVERNMENT DEPARTMENT TO ANOTHER
GOVERNMENT DEPARTMENT

In the course of the audit of the Department of Administrative and Information Services
(DAIS), it was noted, that on 1 July 2003 a payment of $5 million was made by DAIS to
the Department of Water, Land and Biodiversity Conservation (DWLBC). This
transaction, described as an ‘interagency loan’ was contrary to law and raised serious
concerns regarding the adequacy of the internal control processes within both DAIS and
DWLBC.

In fairness, it must be emphasised that neither the responsible Ministers, nor the Chief
Executives of both DAIS and DWLBC were aware that this transaction had taken place.
It was only following Audit requesting advice regarding the reason for this transaction
that it was drawn to the notice of the senior management of the two departments
involved.

Clearly, such a transaction undermines not only the Parliamentary appropriation and
estimates processes, but on being identified, substantially changed the nature of the
audit risk associated with the controls within both these agencies for the 2003-04
financial year. Further details on this matter can be found in the respective commentary
on DAIS and DWLBC in Part B of this Report.

The Treasurer's Instructions provide for the procedures that are to apply in
circumstances where the cash resources available to an agency are inadequate to meet
its financial obligations.

THE DISCLOSURE AND ACCOUNTABILITY FOR A MAJOR FINANCIAL
COMMITMENT UNDERTAKEN BY GOVERNMENT AFTER THE PASSING OF THE
ANNUAL APPROPRIATION ACT

In April 2004, the Under Treasurer advised me of the Government’s intention to make an
ex-gratia payment to gas industry participants to offset costs that might otherwise be
passed onto gas consumers. The payment was one of a range of spending decisions
made after the 2003-04 Budget.®

This was a substantial transaction, and, in my opinion, it is important that the Parliament
be advised of the nature and extent of the audit assurance that is being provided
regarding the amount that is required to be paid to achieve the Government’s policy
objective.

10 The commentary under this heading is also related to the matter of the integrity of the appropriation

process.



As a result of consideration of this matter I wrote to the Under Treasurer advising my
view of the appropriation principles that should apply in the circumstances of this case.
These principles arise from the application of the laws and processes applying to public
finances in this State and are discussed above.!*

In my opinion, the Governor’s Appropriation Fund should be used for funding new and
unexpected purposes, ie those not previously set out for consideration and approval by
Parliament as part of the appropriation (Budget) process.

The disclosure requirements in relation to use of the Governor’s Appropriation Fund
(Statement K of the Treasurer’'s Statements) provides accountability for the use of the
Fund.

In my opinion, other facilities, that have been identified above, ie:t?

. section 5 of the Appropriation Act;
. section 13 of the Public Finance and Audit Act 1987;
. the contingency balances for employee entitlements, supplies and services, etc;

should be used where expenditure is essentially an extension or addition to original
appropriations approved by Parliament.

The Government’s proposed contribution to gas industry participants stood out as an
item that was clearly in the category of new expenditure not previously set out for
consideration and approval by Parliament.

A payment of $54.6 million (exclusive of GST), funded from the Governor’s Appropriation
Fund, was made on 28 June 2004 to Envestra Limited (Envestra) and is disclosed in
Statement K of the Treasurer’s Statements (see the Appendix to Part B of this Report).

Given the amount and nature of the payment, further particulars of the processes
applied in making the payment are set out below for the information of Parliament.

Payment to Envestra Limited

In March 2004, the Government announced that it had set aside up to $64 million to
ensure that the households in South Australia that have gas supplied to them would not
have to pay certain costs incurred by industry participants to introduce full retail
competition (FRC) in the South Australian gas retail market from 28 July 2004.

To facilitate FRC among gas retailers, the sole gas distributor in South Australia,
Envestra Limited, has obligations that it must adhere to in operating in the competitive
gas market. The gas retail market rules are developed by the REMCo. REMCo is the gas
retail market administrator.

11 See section above ‘Maintaining the Integrity of the Parliamentary Appropriation Processes’.

12 ipid.



A range of matters were identified for risk management to ensure the integrity of the
proposed ex-gratia payment and the achievement of the Government’s objectives. An
implementation plan was prepared to ensure all risks were appropriately managed.

The plan identified that the arrangement must prevent gas entities from:

. double-dipping — ie recovering the same costs from both the Government and
the customers;

. over-recovering — ie recovering an amount from the Government greater than
what a prudent operator would have required including non FRC costs.

Three entities were initially considered, ie REMCo, Envestra and Origin Energy Retail.
Ultimately only Envestra received a payment.

Ensuring that Envestra do not double-dip or over-recover is being achieved through the
Essential Services Commission (Commission), given its expertise, and its price
determination methodology and powers.

Double-Dipping

Section 33(1) of the Gas Act 1997 provides the power to the Commission to determine
prices for Envestra and REMCo under Part 3 of the Essential Services Commission Act
2002 (the ESC Act). If a gas entity fails to comply with a price determination, under
section 27 of the ESC Act, a maximum penalty of up to $1 million applies. Further,
under section 48, the court convicting a person of an offence against the ESC Act, can
order the payment of profit to be delivered up (ie a penalty) as a result of the
commission of the offence.

Pursuant to subsection 33 (2) (a) of the Gas Act 1997, the Minister for Energy may, by
notice published in the Gazette, direct the Commission about factors to be taken into
account by the Commission in making a determination in addition to those that the
Commission is required by the ESC Act to take into account.

The Minister for Energy issued two notices to the Commission under the Gas Act 1997,
giving directions to the Commission in undertaking this price determination.

The first notice, issued by the Minister for Energy on 11 May 2004, specified additional
factors that the Government required the Commission to take into account in respect of
certain costs that are applicable to the introduction of FRC in South Australia.

The second notice, issued by the Minister for Energy on 16 June 2004, detailed that the
quantum of the Government’s ex-gratia payment to Envestra was $54 609 367.

The Commission took into account the matters set out in both notices in making the
price determination, setting prices of zero in respect of the prudent FRC costs for the two
year term of the price determination (which applies up until the date of commencement
of revisions to Envestra’s Access Arrangement in South Australia).

The Commission noted that the Government ex-gratia payment will not be entirely
consumed within the first two years of FRC.



The Commission has reported that it will ensure that the benefit of the remaining
ex-gratia payment that is not required in the first two years of FRC is allocated to
consumers in future years in a manner that is consistent with any Ministerial notice or
direction issued.

Over-Recovering

Over-recovering is prevented with the assistance of the price determination
methodology. As part of preparing a price determination, the Commission undertook an
assessment of costs submitted by gas entities. Given the requirements of the Gas Act
1997 and Part 3 of the ESC Act, the Commission determined the costs that would be
prudently incurred by a gas distributor undertaking the responsibilities that Envestra has
under the Retail Market Rules, taking into consideration industry circumstances. These
prudent costs are the basis for setting the maximum prices that Envestra can charge.

Prudent costs considered included:

. capital costs such as project scoping;

. system design;

. system development; conversion;

. internal testing and industry testing and operating costs such as FRC system
management;

. meter and site data management;

. multi-retailer billing;

. customer transfer.

In determining the prudent costs the Commission engaged the assistance of two experts
recognised as having expertise in the relevant fields.

Summary

Full details of the Commission’s deliberations and the terms of the price determination,
are set out in the Commission’s publicly available Price Determination Report of June
2004.

In essence, to achieve the objective of protecting households from the costs of the FRC,
the Government relied on the Commission, given its expertise, to determine a present
value of the identified prudent costs and to determine prices for Envestra having regard
to the payment made by the Government to Envestra.

In my view, the approach and methodology applied by the Government and the
Commission in assessing the value of the ex-gratia payment made of $54.6 million was
sound. I emphasise that my review has been restricted to the methodology applied in
this matter. The detail of establishing the prudent costs and discounting those costs to a
present value ex-gratia payment has not been the subject of independent audit
assurance by my Department.



ACCOUNTABILITY ARRANGEMENTS UNDER SHARED SERVICES AGREEMENTS

At this point in time the South Australian Government has not mandated a requirement
for the establishment of shared services in the South Australian public sector although
this matter is under active consideration. There are, however, several cases where
shared services have been implemented with respect to certain functions by
governmental agencies in this State.!3

The logic of shared services in effecting savings within government cannot be denied.
Shared service arrangements have been successfully implemented in both the
Government and the private sector. In some States, shared services arrangements are
mandated on a whole-of-government basis.

Claims regarding ‘savings’ need to be vigorously analysed to ensure that ‘hidden costs’
are properly and fully disclosed. It is important that any claim of savings is not
misleading in the sense that the hidden costs may not be fully recognised.

The theoretical model for the adoption of shared services indicates that there is the
potential for substantial savings over a range of common functions within government.
These functions include finance, human resource management, procurement, and
document and records management. This list is not intended to be exhaustive of the
possibilities for the application of the shared services model.

Nonetheless, within government there is the expectation that there will be proper
controls and that the accountability arrangements will be such as to provide assurance
regarding the financial and other processes involved. Audit experience has shown that
under the existing shared service arrangements the assurance levels have not, in some
matters, been satisfied to the standard that is necessary for government operations.

In any shared services proposal it is important that the functions to be the basis of a
shared service arrangement be structured on a soundly based business plan and that the
allocated responsibilities are adequately documented.*

UPDATE AUDIT COMMENTS ON MATTERS ASSOCIATED WITH THE IT
GOVERNANCE REPORT PRESENTED TO PARLIAMENT IN DECEMBER 2003
INCLUDING UPDATE AUDIT COMMENT ON ICT ARRANGEMENTS FOR
GOVERNMENT

Background

In December 2003, I tabled a Supplementary Report to Parliament entitled “Information
and Communications Technology — Future Directions: Management and Control”. That
Report made certain observations regarding inadequacies that needed attention in
important governance and management arrangements both at a whole-of-government
and agency level.

13 It is noted that with the establishment of a separate Department for Families and Communities, being

formerly a responsibility of the now Department of Health (formerly the Department of Human Services)
that these departments have been requested by the Executive Government to explore opportunities for
shared services.

14 Some of the issues that arise in relation to shared services are discussed in Part B — Department of

Administrative and Information Services.



Some of the issues identified at that time included:
. The absence of a consolidated whole-of-government IT strategic plan;

. The need for monitoring and reporting to Executive Government of overall
progress of major IT project developments against Cabinet approved
expectations;

. The need for agencies to give greater attention to strategic planning and
management for IT related matters;

. The need for the maintenance of effective risk management practices.

DAIS is the lead agency for IT developments. Audit considered that the
role/responsibilities of DAIS should be enhanced to include responsibility for the
development of a government IT Strategic Plan and for monitoring and reporting to
Cabinet on matters concerning the implementation of approved IT projects. Specifically,
it was suggested that the role could be undertaken by DAIS in the context of the
creation of a position of whole-of-government Chief Information Officer.'”

Action Proposed

In response, DAIS advised of planned initiatives to address these matters and indicated
that this would require considerable engagement and consultation with agencies and
other key stakeholders. This was necessary to develop and agree a formal program of
work in respect to the initiatives under consideration.

Further, DAIS advised that this consultation and the resultant proposed initiatives would
require that a submission be made to Cabinet by the Minister for Administrative and
Information Services. DAIS anticipated that the matters of consultation and
development of the Cabinet submission would be completed by early 2004.

A program of consultation was undertaken by DAIS in late 2003 and 2004 with individual
agencies on proposals with respect to the abovementioned matters, including
consideration of the creation of a position of whole-of-government Chief Information
Officer as earlier suggested by Audit. I have been advised that the matter of the
creation of such a position is being actively progressed at the date of this Report.

An Update Status

More recently, Audit has communicated with DAIS on these matters and in response the
DAIS Chief Executive advised an intention to consult with Chief Executives with a view to
presenting a submission to Cabinet.

As stated in my December 2003 Report, clear responsibility and accountability as to
outcomes in information technology service provision and developments at a
whole-of-government and agency level is necessary. Proper administrative
arrangements for DAIS and individual agencies will enable the Government to have an
adequate level of assurance regarding the ability of public sector agencies to deliver in
accordance with realistically agreed expectations, now, and into the future.

15 It is noted that the Victorian Government has created a Chief Information Officer (CIO) position to enable

whole-of-government IT management to be effectively managed.
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The DAIS Chief Executive has advised that each of the matters raised by Audit is being
actively considered with a view to a submission to Cabinet in early 2005.

HUMAN RESOURCE MANAGEMENT SYSTEMS: AUDIT COMMENTARY

Background

Over the past three years a common human resource management system has been
implemented in the majority of government agencies and health units. This system,

ie CHRIS HRMS, is supplied and operated by an external service bureau. The system
includes:

. payroll;

. leave management;

. recruitment selection;

. training and development.

This strategically important system involves the management of payroll and personnel
functions for approximately 50 000 government employees in over 70 government
agencies and health units.

The Department of Health (DoH) is responsible for managing the contract and
implementation of the CHRIS HRMS for the DoH Central Office and all health units. DAIS
is responsible for managing the contract and implementation of the CHRIS HRMS for a
number of participating agencies of government outside the Health and Education
sectors.

The Department of Education and Children’s Services is in the process of implementing a
replacement HRMS system, ie Valeo system. Previous reports to Parliament have
included comment on development and implementation delays experienced with this
system, and associated funding issues.

Security and Control Issues

Both DoH and DAIS, in their respective roles as lead agencies, have commissioned IT
security consultancy firms to undertake a number of security reviews over the operations
of the external bureau. Those reviews took place during 2002 and 2003. The
contracted security reviews revealed inadequate control exercised over the operations of
the bureau.'®

A review of the CHRIS system implementation in the Health sector by Audit during 2003
found that, amongst other matters: *’

. The system supplier had not provided a completely effective working system to
DoH (in particular the leave management component) as contracted;

16 The detailed commentary on these inadequacies were set out in the December 2003 Auditor-General’s

Supplementary Report to Parliament: ‘Information and Communications Technology — Future Directions :
Management and Control’.

17 ibid.
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. Problems with the leave management component had prevented official
acceptance by DoH;

. DoH and the health units were incurring additional costs while the system was not
fully implemented. It was noted by Audit that some contract payments were
being withheld until a number of matters with the bureau provider were resolved.

The 2004 Update

A follow up review undertaken by Audit during 2004, indicated that the matters
identified with the CHRIS HRMS as implemented in the Health Sector have not been
satisfactorily resolved. Review by Audit of the CHRIS HRMS implementation in the DAIS
agency sector has not revealed similar concerns. Nonetheless, as mentioned above,
certain security issues associated with the operation of the external bureau in relation to
both the Health Sector and DAIS agencies remain to be satisfactorily addressed.

Where government, through its agencies, is involved in contractual arrangements with
external IT service providers for the provision of major IT systems and services that are
of importance for the continuity of governmental operations, agencies need to be
particularly vigilant to ensure systems and services acquired for a particular purpose
effectively meet that purpose. The implementation of the CHRIS HRMS and the Valeo
systems demonstrates the need for close management of these arrangements.

STATE AGENCY AND AUDITOR-GENERAL ACCESS IN OUTSOURCING/PUBLIC
PRIVATE CONTRACTUAL ARRANGEMENTS

Background

In my opinion, private sector IT service providers contracting with the Government need
to be aware of the requirement for the State, through its contracting agency, and the
statutory right of the Auditor-General, to separately and independently access and
review their controls and operations. This is particularly important when the external IT
service provider is responsible for processing, transmitting, or storing government
information.

The need for appropriate access clauses to be included within IT contracts with external
IT service providers has been the subject of comment by Audit for some years.’® In
some cases Audit has found that contract access clauses had not been included for State
agencies. In these circumstances a government agency is not in a position to manage
its obligations of ensuring the adequacy of the control environment.

The State

The State, through its agencies has a responsibility for managing and controlling
contracts with the private sector for the provision of IT systems and services. This
responsibility includes the review and monitoring of security controls over government
systems and the information under the control of the private sector providers. It also
includes ensuring the effective delivery of the contracted services.

18 See Auditor-General’s Annual Report for year ended 30 June 2001, Part A Overview, at p 125.
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The rights of the State, exercised through its agencies, is generally speaking not founded
on a statutory basis. These are contractual rights. Accordingly, it is essential that the
contractual terms are unambiguous and that there are the necessary rights of access to
protect the public interest.

Auditor-General Access

The Auditor-General also has responsibility to form opinions on the controls exercised
over government systems and information security. The Auditor-General’s right of
access to systems, facilities, and information to discharge that responsibility is to be
found in the Public Finance and Audit Act, 1987.

Notwithstanding that the Act provides for access by the Auditor-General, it is appropriate
that notice of this right by the Auditor-General is brought to the attention of private
sector IT service providers. The most effective way to achieve this is by inclusion of a
contract clause advising of, and facilitating, such access rights at the time of contracting.

Current Status

In the context of ensuring that this matter is addressed, I have recently communicated
with DAIS as the lead IT agency of government. DAIS, in response, advised that
proposed clauses pertaining to the Auditor-General had been forwarded to Crown Law
for consideration for inclusion in future contracts.

The importance of this matter is highlighted by the recent developments with respect to
future Information and Communications